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Recent times have seen a change in the way businesses, governments and

individuals interact, with transactions increasingly being conducted digitally. Digital

technologies and services have transformed economies across the globe. This is

often referred to as the ‘digital economy’.

The digital economy ranges from traditional e-commerce (selling goods or offering

services online), to digitally deliverable services (e.g., music streaming services,

online newspapers, social media, digital banking, and insurance services).

At its heart, are new technologies, business models and services that rely heavily

on the processing of data.

With these previously unimaginable ways of collecting data, has come an exponential

growth in the volumes/types of data processed. For example, the offering of

traditional goods and services often takes place through mobile applications. Digital

platforms create virtual marketplaces through which individuals, public actors and

private organisations can interact.

Importantly, data protection legislation provides necessary safeguards for data to

become an enabler for a more efficient society and to protect individuals from

misuse and unfair practices.
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The increasing digitalisation across sectors has led to the digital economy becoming

inseparable from the functioning of the wider economy.
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The digital economy contributes to economic growth, but such growth is only

sustainable if there are sufficient safeguards in place to ensure trust in the

digital economy.

In addition to the benefits brought about by the use of digital tools, the

importance of data protection becomes all the more evident when

considering the potential risks presented by the digital economy. Data

protection helps to promote and maintain trustworthiness in this regard.
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Unexpected or unauthorised uses of

personal data can have significant

adverse impacts for individuals and
organisations.

Data protection legislation provides safeguards that support the development

of the digital economy, whilst protecting the rights and freedoms of

individuals in relation to their personal data.

Personal data uses that are detrimental to individuals are detrimental to the

digital economy as a whole. If data-driven business models are to thrive in a

growing digital economy, personal data protection should be considered a

pre-requisite for their success.
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The COVID-19 pandemic has elevated the importance of the digital economy,

as well as the need for data protection. Measures of confinement and social

distancing have accelerated the pace of digital transformation, with

communication networks and digital devices employed on a large scale as

part of the efforts to manage the pandemic.

More than ever, the economy and society rely on digital approaches to daily

activities, ranging from home working to home schooling.

Public health management and research also increasingly rely on personal

data and technology (e.g., contact-tracing applications).
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Be minded that whilst the extended use of digital tools can serve to foster

innovation, it can also increase the risks to personal data and privacy.
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Besides the impact of the COVID-19 pandemic on the digital economy, new

technology such as smart networks and the ‘Internet of Things’ have enabled

new digitalised services to emerge. These new digitalised services are

revolutionising markets.

Many consumer devices contain sensors and wireless technologies (e.g.,
Bluetooth) that can seamlessly capture and exchange data, effectively

blurring the boundaries between the online and offline environment.

Sensor-based devices have the ability to
collect, in real time, information about: -
• the user: mood, habits, physical

activities, health status, speed,
mobility; and,

• the user’s environment: images,
sounds, temperature, humidity,
location, social environment as well
as computer-generated data to

mediate the user’s experience of

the world around them.
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For example, wearable technologies such as fitness trackers and smart

watches have become commonplace. Such devices collect personal data

about individuals and their condition, activities, and day-to-day choices.

http://www.gra.gi/


As more connectivity leads to more digital traces, the volume of data generated daily

has grown significantly, in particular, due to the swift change from standard data

analytics to modern intelligence, as follows -

Cloud computing: an “on demand” service model for IT

provisioning which allows customers to expand/decrease

their consumption of computing resources facilitated by

higher internet speeds and decreased cloud storage costs.

Big data analytics: the use of techniques and tools to process large volumes of data

from different sources, which can be used to infer relationships, establish

dependencies, and perform predictions of outcomes and behaviours. Businesses rely

on big data analytics to help inform real-time

decision-making by combining a wide range of

information from different sources.

High performance computing (HPC) refers to data centre

hardware infrastructures made of many processors working

in parallel to analyse billions of pieces of data in real time.

Artificial Intelligence (AI): systems that make

predictions, with a certain degree of autonomy, by

analysing and interpreting acquired data and then

recommending or taking the best action(s) to achieve a

given goal.
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These perform calculations thousands of times faster than a

normal computer, thereby delivering much higher

performance than standard data centres and can assist in

solving large inter-disciplinary problems in science,
engineering, and business.
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Advances in network and communication technologies allow businesses to

process information in new ways. However, these new developments in personal

data processing may impact an individual’s day-to-day life, creating new risks

such as –

TRANSPARENCY

The complexity of new technologies can lead to a lack of transparency and

clarity in the processing of personal data.

LOSS OF CONTROL

The rapid development of technology may result in individuals’ limited

understanding of systems that process their personal data which may, in turn,

limit their ability to exercise control over such data.

MANIPULATION

Digitalisation allows for increasingly targeted advertising. Targeted advertising

can be designed to exploit certain vulnerabilities and may lead to manipulation,

which can undermine individual autonomy and freedom.
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MANIPULATION
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DATA BREACHESDISCRIMINATION LOSS OF TRUST

DISCRIMINATION

Whilst enhanced predictive capabilities may afford greater efficiencies, they

may also result in discriminatory attitudes and practices (e.g., limiting exposure

to certain information contained in a job advertisement based on an individual’s

gender or inferred health status). This potential for discrimination in

advertising arises from the ability for advertisers to leverage the quantity and

variety of personal data gathered by digital platforms.

DATA BREACHES

Cyber criminals and other malicious actors are increasingly targeting the

digital economy. This can have significant adverse effects on individuals such as

identity theft, fraud, financial loss or damage to reputation. The loss of

availability or integrity of personal data may also undermine an individual’s

confidence in the use of digital products and services.

LOSS OF TRUST

Trust is key to the development of the digital economy. If individuals do not have

sufficient confidence that their use of devices/services will not be detrimental

to them, it may have a chilling effect on their behaviour, impacting for example

the content they choose to access online, or the products consumed.
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Data protection laws contain a variety of safeguards that help to support

trust and reduce the risks to personal data associated with the digital

economy. These include -

The processing of personal data should be performed in

a manner that adopts a data protection by design and

default approach (i.e., consideration of data

protection from the outset and implementation of

relevant measures as a default). If effectively

implemented, individuals can increasingly trust that

their use of digital products/services will not unduly

interfere with their data protection rights and

associated freedoms.

Legislation requires the processing of personal data to

be conducted in an open and transparent manner,

with meaningful information provided to data subjects in

a clear and concise manner. In addition, data protection

legislation empowers individuals, affording them

certain rights over the use of their personal data.
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A flexible regulatory framework for fair and ethical

uses, with the ability to facilitate innovation and

development, whilst ensuring measures are in place to

prevent personal data from being processed in ways

that undermine the rights and freedoms of individuals.
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Data protection law requires the implementation of

appropriate security measures to mitigate the risks

of data breaches.
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Accountability as a principle encourages proactive

behaviour from those involved in data processing

activities (i.e., those processing personal data are not

only responsible for complying with the applicable laws,

but they must also demonstrate compliance in practice).

Through regulatory bodies such as the Information

Commissioner, the legislation includes provisions

for oversight and redress mechanisms. This

provides assurances as well as promoting trust and

confidence in individuals who may otherwise not be

aware of how the processing of their data affects them.

As personal data processing is increasingly a core part

of business models in the digital economy, privacy and

data protection authorities often cooperate with other

appropriate bodies (e.g., consumer protection or

competition oversight bodies) to further the goal of

protecting the rights of individuals in relation to their

personal data and help to promote ethical, lawful and

fair business practices.
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